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Dark Web 
Insights

Overview
Your third parties might be being shopped around on the dark web, but 
how would you ever know? This information is essential for assessing the 
attack surface of your third parties. Using Panorays’ Dark Web Insights, 
you can become proactive about in-the-wild threats to your supply chain 
in advance. Customers automatically receive a notification when there is 
abnormal activity on the dark web regarding your third parties. 
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Dark Web Insights checks mentions of your third parties on hacker forums and other 

nefarious marketplaces, providing deep, real-time insight about potential supply chain 

threats. It provides the ability to monitor potentially malicious hacker chatter about 

opportunities to target the third party, sell databases of personal information or take 

advantage of system weaknesses for financial benefit. 

Many third-party security solutions assess the attack surface of vendors, but do not venture 

into the dark web. This feature from Panorays provides added insights to companies and 

serves as an additional layer of cybersecurity protection.

Dark Web Insights checks the number of vendor mentions of a company 

in the past 30 days. The Panorays platform indicates the level of mentions 

for each vendor, as well as the topics that the mentions referred to. 

Companies can be proactive about remediating these threats. 

What’s the value?

How does it work?
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About Panorays

Panorays quickly and easily automates third-party security risk evaluation and 

management — handling the whole process from inherent to residual risk, 

remediation and ongoing monitoring. Unlike other solution providers, Panorays 

combines automated, dynamic security questionnaires with external attack 

surface assessments and business context to provide organizations with a rapid, 

accurate view of supplier cyber risk. It is the only such platform that automates, 

accelerates and scales customers’ third-party security evaluation and management 

process, enabling easy collaboration and communication between companies and 

suppliers, resulting in efficient and effective risk remediation in alignment with a 

company’s security policies and risk appetite.

The company is offered as a SaaS-based platform and serves enterprise and 

mid-market customers primarily in North America, the UK and the EU. It has 

been adopted by leading banking, insurance, financial services and healthcare 

organizations, among others. Headquartered in New York and  Israel, with offices 

around the world, Panorays is funded by numerous international investors, 

including Aleph VC, Oak HC/FT, Imperva Co-Founder Amichai Shulman and 

former CEO of Palo Alto Networks Lane Bess. Visit us at  www.panorays.com

Any questions about getting started with Panorays? 

Please click here to get in touch >
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